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MikroTik Certified Traffic Control Engineer (MTCTCE)

CopeprKaHue TpPeHUHra

MpoaoMKUTENbHOCTD 3 gHA

Tpe6oBaHUsA K XKenawwmm Hanuune ceptndpumrata MTCNA
npouTn obyyeHune

Onarpamma asukeHune nakertos (Packet flow diagram)

Moyemy NOHMMaHUE ABUMKEHWUA NAKETOB BaXKHO U HEOHX0AUMO?
MonHbI 0630p BCEX NYHKTOB AMarpaMmbl U UX 06bACHEHME
MpocTbie NpMMepPbI ABUKEHMA NAKETOB K CAMOMY POYTEPY UM Yepes poyTep, BKIOYas
Cny4ai, Korga nakeT naet yepes bridge
o JlabopatopHas paboTa
Bonee cnoxkHbie Npumepbl paboTbl Anarpammbl
o JlabopatopHan paboTa

Firewall filter/nat/mangle

Cepsuc Connection tracking
Tabnuua Filter + nabopaTtopHan paboTa
O Lenoyku (chains): BCTpoeHHbIe M NOb30BaTEIbCKUE
o Bce gelicteuma (actions)
O NpUMepbl CO CNIOXKHbIMU YCNOBUSAMM B NpaBuiax paepBona
Tabnmua NAT + nabopatopHan paboTa
O Lenoyku (chains): BCTpoeHHbIe 1 NOb30BaTENIbCKUE
o Bce gelicteua (actions)
O NpUMepbl CO CNOXKHbIMK YyCNoBUAMMK B npasunax ana NAT
o NAT helpers gna paboTbl ¢ npoToKOAMK, UMetowmmm npobnemol ¢ NAT
Tabnmua Mangle + nabopaTtopHan paboTa
O Lenoyku (chains): BCTpoeHHble M NONb30BaTENbCKME
o Bce gelicteua (actions)
O NpUMepbl CO CNOXKHbIMU YCNOBUAMM B NpaBuaax ans Mangle ¢ ucnonbsoBaHmem
3akKknagok "advanced”, "extra" + nabopatopHas paboTa
uPNP ans amHammnyeckoro DST-NAT
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Quality of Service (npuopuTnsaumua rpadpuka)

e HTB: peanusauyma QoS c ncnonb3oBaHMeM ouyepeaen
HTB: obwas nHdopmaymsa
HTB: peannsauma 4peBoBUAHOM CTPYKTYpbI (/queue tree)
HTB: aepeBo ovyepenei + nabopatopHan paboTa
HTB: ABOMHOE orpaHMyeHune + nabopatopHas paboTa
o HTB: napameTp priority + nabopatopHas paboTa
e TexHonorua Burst + nabopaTopHas paboTa
e Twunbl ouepesen
o FIFO + nabopaTopHas paboTa
o SFQ + nabopartopHasna paboTa
o RED + nabopaTopHas paboTa
o PCQ + nabopatopHas paboTa
o Pa3smep oyepeau (queue size) + nabopaTopHas paboTa
e [IpocTble oyepeamn + nabopatopHasa paboTa
B3anmopencTeme NpocTbIX ovepesen N AepeBa ovepeaei
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DNS client/cache

e ba3oBas KoHoUrypauus + nabopatopHan pabota
e Cratnyeckne DNS-3anucu + nabopaTtopHas pabota

DHCP client/relay/server

e Paborta npotokona DHCP
o UpeHTndmkauma DHCP-knuneHTa + nabopatopHan pabota
o KoHdurypauua DHCP-cepBepa + nabopatopHana paboTa
o 3aknagka DHCP networks
o DHCP onumnu (BCTpOEHHble M NONb30BATENbCKME)
o IP Pool
O OO0NOJIHUTeNbHble BO3MOXKHOCTM DHCP cepsepa
e DHCP relay v ero koHourypaums + nabopatopHas pabota

Web Proxy

e basosadA KoHPUrypaums

e Cnuncku goctyna
o Access list + nabopaTopHas pabota
o NMpamon goctyn (Direct Access list) + nabopatopHas paboTa
o [JocTyn K Kaw + nabopaTtopHad paboTa

e PerynsapHble BbipaykeHusa (regexp) + nabopatopHan paboTa

[aHHaa nporpamma asnserca odpuLManbHO peKoMmeHA0BaHHOMU KomnaHuelt MikroTik u
MOXKeT bbITb A0MNO/HEeHa N0 YCMOTPeHUIo TpeHepa. TpeHepbl MT Courses Ha TPeHUHrax
AANeKo BbIXOAAT 32 PaMKMU NPOrpamMmbl U AAIOT caywaTtenam 6oabLioe Konmyectso
AONOJNIHUTENbHOM NONE3HOI MHPOPMALMU U AENATCA MHOTOYUCAEHHBIMU NPUMEpPamMM U3
NPaKTUKMN.
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